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Cyber Terrorism

Examples
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"premeditated, politically motivated attack
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computer programs, and data which results in
violence against non-combatant targets by sub-
national groups or clandestine agents"
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Figure 1: Comparison between Traditional Criminal Techniques and Cybercrime

Traditional criminal techniques

Burglary: Breaking
nto a building with the
ntent o steal

Deceptive callers:

Criminals who T
telephono their victims

and ask for their

financial and/or

personal identty
nformation.

Extortion: llegal use
of force or one's official
position or powers o
obtain property, funds,
or patronage

Fraud: Deced, trickery,
sharp practice, or breach of
confidence, perpetrated for
profit or 10 gain some unfair
or gishones! advantage.

Identity theft:
Impersonating or presenting
onesell as another in order
to gain access, information,
or reward
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Child exploitation: i <
Criminal victimization of
minors for indecent purposes
such as pornography and
sexual abuse.
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Cybercrime

Hacking: Computer
or network intrusion providing
unauthorized access.

Phishing: A high-tech scam
that frequently uses unsolicited
messages o ceceive people
into disciosing their financial
and/or personal identity
information

Internet extortion: Hacking into
and controling vanous industry
databases (or the threal of),
promising to release control back
10 the company if funds are
received or some other demand
salisfied.

Internet fraud: A broad category
of fraud schemes that use one or
more components of the Internet
0 defraud prospective victims,
conduct fraudulent transactions,
or transmil fraudulent transactions
to financial institutions or other
parties.

identity theft: The wrongful
obtaining and using of another
person's identifying information
in some way that involves fraud
or deception, typically for
2conomic gain

Child exploitation: Using
computers and networks 1o
facilitate the criminal victimization
of minors.
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